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38n19AARa ClearOS
1. \Uarzaslnadsliiynain CD-Rom vise USB (uilalu BIOS)

2. Wennieuthsinandnaes Clearos Tnm Enter mngyl

3. lennEiFesn s eu (English)
A a o '8

4. \Rann1IR9AtLasA (US)

5. inengunsalfnass &114 CD-Rom 1taan Local CDROM tinld USB Tiaan FTP
A a ZJ/ v A

6. laantszinnuesnsinga 1Waen install

7. W Clear0s Waanifiunsdusialy aug

@

Clear

Foundation

1
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8. lnaniszinnauas Server lHiaan Gateway Mode

9. weanilszinnaas Network l¥iiaan Ethernet anugtl

& Edithan
| Cosnection Tups |

Select your Imlernel canmccbion Lype,

Flease select your Interset connectios type Fros the [ist below.
FEFOE amd mon-standard conpectioss are omly supporied with
COROR-haznd imetallatians,

Bil - Standard
BEL - FPPaE

11. \@an Nameserver IP 113131914 laifaaldils

12. 1aan IP Address 294 Server IngiAsanliiag/luag LAN wazsingldauiv IP iresan nug

Specify LAR IF address.

P addeess (EETIEEN - R

13. FeATAENUIBAERLATTLL(ADMIN)



) Clear

14. F9A1 Partition 1%l@an Use default gyl

Select a Alsk partition sohses,

Uhdvanced uxers anlyld

The imstaller will sutomstically partition your hard disk for you,
Houwsver, if yow wish to cosligare this yoursell. change the seitings
bolou, HOTE: the Advanced Partitioning screom apprars HICH LATER in
the imztall process... da sal panle.

Bo you wish to specify custom
part iElomeT

15. i@an Module wiiivibs AL 9Rnss Module A
®  Graphical Console
®  DHCP and Local DNS Servers
®  DMS and 1-to-1 NAT Firewall
®  Bandwidth Manager
® Intrusion Protection

®  Protocol Filter

** @INNINAAFI Module B1) N1emaale =

Seleet woftuare modules. More modeles sre fousd on next papge.
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16. iden Module wihiiaes magl Widenanuil
®  Web Proxy
®  Content Filter
®  Web Server

®  Database Server / MySQL

* @IN15AAALN Module 81 ] MEUAILA **

odulea |

Select software wodules, Systes serpvices are enabled online,

( gi/e1aagliimsa )

17. Audunnsiasg Augtl

ArE you sure about pour confl igueat Lom
settings? Thiz iz pour last chasce &0
go back and make changes.

g lnte |

Congratulatioss, your ClearDS Enterprise Editios
installation is complete.

Ermouy amy medis wzed during the isstal lation process
and presz <Enterd la rebool yoer systes.
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f4A1 ClearOS
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1. WAIRINTRAAY ClearOS uaz Reboot taFaEeufasudn azidnguising Login 8119 7 neaudas < 1 147

root NUTHANY Ma leaelAlumanuen

clear0S
Username

2. AANT Network > Incoming a1ntiuaan W #ides Standard Services 1aan SSH WanA ADD

-

Directory k
Hetwork k
Settings
v P Settings
b WU
v DHCP Server
v Local DNS Server

Firewall

b1 to-1 MAT

v DMWZ

v Groups

+ Incoming

v Ostgoing

v Port Forvwarding

Gateway *
Server g
System k
Reports r

ClearCenter ]

Add Firewall Rule - Incoming Connection=s

Standard Services

Hickname / Port

Hickname / Port Range

[Ter =] & Add




Delete Firewall Rule - Incoming Connections

Hickname Service Protocol
L4 ssH SEH TCP 22 Delete  Disable
b wehservice ClearSDN TCP 1875 Delete  Disable

aNPazltlun1sBnANULATAY Client uxazld Notebook siataIusASL

o

- = o . ! = @ X
1. L?JJLLﬁ‘ﬂLﬂ’]Lﬂﬁ"ﬂ\‘lQﬂL“ﬁ’ﬂﬁJﬁ]’ﬂIW}\‘i External Nau 1@W°ﬂfa\mm@uﬂm\m®ﬂmu

— Connection status

ﬂ Addresz Tepe: Azzigned by DHCF
IP Address: 132.165.1.43
Subriet Maszk: 255,255 255.0

D efault Gateway: 19216811

YWindows did not detect problers with this Fepair |
cohnection. [F you cannot connect, click

Repair.

2. antuldllsungy SSH SadnlunATas Server TuniiAa IP : 192.168.1.5
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#] 192.168.1.5 - default - S5H Secure Shell :. N =] |

File Edit Yew ‘Window Help

H Sk s =ee #
” & Quick Canmect ] Profiles

35H Secure Shell 3.2.9 (Build 2&3) :I
Copyright (c) 2000-z2003 33H Communications Security Corp - http: /Swor, ssh. com/f

S % SN

Thiz copy of EEi _Sooiucs ol ] o s oemensssode ] rroasod o
VIR ey ( onnect to Remote Host i x|
!' Host Mame; Connect I
i =%
Izer Mame: el |
Part Mumber:
Authentication Method: |<F'rl:lfi|e Settings» j
=
Mok connected - press Enter or Space bo conneck | | alxzZ l_ @ l_ g

HOST IDENTIFICATION HAS CHANGED i x|

= ] WARMING: HOST IDEMTIFICATION HAS CHANGED!
1. Either the administrator of the remate host computer has changed the host identification, o
2. The S5H protocol has been upgraded from SSHT to S5HZ, or
3 SOMEOME COULD BE EAVESDROFPFIMNG OM YO RIGHT MOW
[mar-in-the-middle attack)!

Itig MOT RECOMMEMDED to connect ta the remate host computer until you have
contacted the spstem administrator and found out why
the host identification has changed.

e fingerprint of the hozt public key is:
ib-hibyl-zezet-calpd-mypk ad-dyhep-potoh-nepis-veqik -logig-fuxes'

bt continue with the connection?

Yes | Mo Help

HOST IDENTIFICATION HAS CHANGED i ﬂ

L] 'oucan save the new host key ta the local database by clicking “es.
Wi T'ou can continue without 23ving the new hozt kep by clicking Mo
Y'ou can alzo cancel th ection by clicking Cancel,

& new hozt key to the local databaze?

Tez Mo Cancel




e |= x
Enter Fasiiig 1d password nav root avld © et

Password: ||
Cancel |

H 192.168.1.5 - default - S5H Secure shell

=10l x|
File Edit Yiew ‘Window Help
H SR 82 2Ed M IS0 % e
” & Quick Canmect ] Profiles
35H Secure Shell 3.2.9 (Build 2&3) :I
Copyright (c) 2000-z2003 33H Communications Security Corp - http: /Swor, ssh. com/f
This copy of 33H Jecure 3hell iz a non-commercial wersion.
This wersion does not include PEI and PECS #11 functionalitsy.
Last login: Wed ZSep 1 Z1:Z26:18 2010
[rootdsyasten ~]# I
=
Connected to 192,168.1.5 55HZ - aes128-cbe - hmac-mds -none [80x22 | @] | 4

3. AANTIWDLINWASN Windows > New File Transfers azlantinsngsagilanuans
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f3§ 7:192.168.1.5 - default - S5H Secure File Transfer _ -0 x|

File Edit Yiew Operation ‘Window Help

82 me ad iz

& Quick Canmect ] Profiles

G| A g |k x| ol nad | G| @ @ 2 |k X [ieor ]| add |

Lo @ @ W
|

Local Marne £ | Size | Type mil Remote MName £ | Size | Type
BM‘;.# Dacuments Syshe anaconda-ks.cfg 836  CFG File
'j Iy Computer System E’I inskall. log 19,818 Text Do
‘:}My Metwork Places System install.log.swslog 3,740 S¥SLOG
2 Recyle Bin System
&Internet Explarer Syskem
ﬂ My Blugkookh Places Sy skbem
EISSH Secure File Transfer Client 1,931 Shortcy
SSH Secure Shell Client 955  Shorboy
ﬂXilinx ISE &.1i 624 Shortc
bit waeraAL 53 File Fol ¥
q | i | 2
Transfer | GQueue |
£ | Source File | Source Direckory | Destination Directory | Sizge | Status | Speed | Tirmne |
1| |+

Connected to 192,168.1.5 - frook [55Hz - aes128-che - hmac-mdS - none |3 items (24.4 KE) [ Al »




4. anlWdnewinu Maya aql139 oot Aagil

@clear 10

f3§ 7:192.168.1.5 - default - S5H Secure File Transfer -0 x|
File Edit Yiew Operation ‘Window Help
H8g 20 e sraleri=ny o en
& Quick Canmect ] Profiles
| & @ | gk X |[skonifiel 7] | add || & @1 @ | ok X [t =] Add
Local Marne £ | Size | T';.-'[:I Remote MName £ | Size | Type
radiusd.n:n:nnf_n:nld 25,588 CC anan:n:nnda-ks.cfg 836  CFG File
radiusd_Freeradius.cu:unF 25,588 (CC Elinstall.lng 19,818 Text Do
radiusd_new.u:u:unf 25,095 CC install.lng.syslug 3,740 S¥SLOG
=) seripts.sh 283 SH
scripts.sh.bak _8?5 B& -‘
gﬁmile.ﬁ.uthenﬁerver_\.fl b f'.!lilj—??"rﬁg -
Eﬁmile.ﬁ.uthenﬁewer_'-.-'l.IIII:u-Fix.I:ar 20,993,608 Wil
=) saurces.list 1,340 LIEJ
=) sql.carf 2,505 CC
&= sql. conf . bak 2,494 EBA¥
1 | 3 1] | i
Transfer | GQueue |
£ | Source File | Source Direckory | Destination Directory | Sizge | Status | Speed | Tirmne |
1| |+
Connected to 192,168.1.5 - frook [55Hz - aes128-che - hmac-mdS - none |3 items (24.4 KE) [ Al »
5 1:192.168.1.5 - default - SSH Secure Shell 10| x|
File Edit Wiew ‘Window Help
H SR AE 2RF & I0 %eN
” &1 Quick Connect [ Profiles
[rootfaysten ~]1# tar -zxwi Smileduthenferwer V1.0b-fix.tar.gz I :I
-
Connected to 192,168,1.5 SSHZ - aeslzg-che - hmac-mds - none [80x22 | & | 4




H 1:192.168.1.5 - default - 55H Secure Shell

) Clear

=10 |

File Edit Yew ‘Window Help

H SR 82 =205 M
” & Quick Canmect ] Profiles

S % SN

Jmileduthenderver V1.0b-fix/manage/san/adnindincludes

dmileduthenierver V1. 0b-fix/manadge/san/hotspotlogin. php
Jmileduthenderver V1.0b-fix/manage/index.php
Jmileduthenderwver V1.0b-fix/manage/clearradutmp.sh
Jmileduthenderver V1.0b-fix/manage/configuam.inc.php
Jmileduthenderwver V1.0b-fix/manage/radius-sam.sql
Jmilelduthenderver V1.0b-fix/manage/config.inc.php
dmileduthenierver V1. 0b-fix/manage/del user.php
dmileduthenierver V1. 0b-fix/manage/user kick.php
[rootlayaten ~]# I

Jmileduthenderwver V1.0b-fix/managessan/adninsinclude/changepass-yes.php
Jmileduthenderwver V1.0b-fix/manage/san/adninsincludesclass. testlogin, php
Jmilebduthenderver V1.0b-fix/manage/san/adnin/includefclearuser.sh
dmileduthenierver V1. 0b-fix/manage/sam/adnin/include/register-no.php
dmileduthenierver V1. 0b-fix/manage/san/admin/include/checkwan.pl
Jmileduthenierver V1. 0b-fix/manage/san/adminsinclude/class.nyaqldb. php
Smileduthenderver V1.0b-fix/manage/san/adnin/include//changepass-no. php
Jmileduthenderwver V1.0b-fix/manage/san/adninsincludesclass.interface. php
Jmilebduthenderwver V1. 0b-fix/manage/san/adnin/include/register-yes.php
Jmileluthenderver V1.0b-fix/manage/san/adnin/manuals manage. php
dmileduthenierver V1. 0b-fix/manage/san/adnin/check _ap. php
dmileduthenierver V1.0b-fix/manage/sam/hotspotlogin popup. php

-

-
Connected to 192,168.1.5 55HZ - aes128-cbe - hmac-mds -none [80x22 | @] | 4
5. uily Config file

8 1:192.168.1.5 - default - 55H Secure Shell o =]

II Fle Edit View Window Help |

B sk 83 e a8 @ &

“ & Quick Connect ] Profiles

[rootRawsten ~]1# od Sfroot .:j

[root@aysten ~]# cd SmileduthenServer V1.0b-fix
[root@systen SmileduthenServer V1.0b-fix]# nano config I

v
%

6. faA uuzinldutanznlalailifinaniu aviuialud henaza

mycorporation='Smile Network' (SISl GIPR N s MR IR A ot Nz Ts

U

exinterface='eth0' interface Nf\TaNADLIRATL

mydhcpif="eth1' interface Aldi@ansa Lan d1wduuan IP Iag Chilli a3

myradiussecret="testing123' AT AzuUE AT e NLaandt

myuamsecret="ht2eb8ejfsdetdrglulp’  ATUABUUEATL WamNUaaasie

mysqluser="root’ user 284 mysql ATIUAEUUEATL NaANLaensy

mysglpassword="'123456'

myradius_db='sam_db'

U =3 e‘d‘ o
"8 waan 1ainLing

password 184 mysql AMTiLANUEASL NaAINNLaanse

Ta database lu mysql azidasuvizeldilaauildnsy
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7. anduduneugainglildA4e Jconfig uazpn@ng install WaYSWAE reboot ARG 1 AT

[rootfsysten 3mileduthen3erwver W1.0b-fix]# . /config ‘
[rootlsysten SmileduthenSerwver W1.0b-fix]# . /install "‘b‘

FHEE OGNSR NSRRI R RSP R RS I\
## ## -y
#E Installer Smile Authentication Serwver #E o
¥ V.l.0b | Beta Verzion ) #e¥
#¥ For Clear0? 5.1 and Clear0i 5.2 #E
## ##
FHESHESEHAE RN RN SRR SRR R SRS
Bt e D E e e e +
| Install Tools |
s e e e e e e e e e e e e e e me e +
Preparing... FHEGHEFE AN [100%]

package ruby-libs-1.8.5-5.el5_4.8.1386 iz already installed
package ruby-1.5.5-5.el5 4.5.1i386 iz already installed

Preparing... I
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NSI@aNEAaWLY PPPOE (411 Lan eth 781 nusAsy vatavinulaagiieliuaalunssy)

dansaLATasgniunifauauanly (eth1) azfiedlaiuuan P i 10.0.1.X udqld SSH dlUdapnmui

1. irawrsasgniinifauaunialu (eth1) winazfinalady ip an server 1w 10.0.1.X

U yireless Network Connection Stakus
General Suppnﬂl
— Connection status
Addrezs Tupe: Azzigned by DHCF
ol
" |P Address: 10.01.6
Subnet b azk: 205.256.256.0
Drefault G ateway: 100011

YWwindows did not detect problems with thiz Fepair |
cohnection. IF you cannat connect, click

Repair.

Cloze |

2. wanaes A4 ping 10.0.1.1 gazsediaa

Pinging 18.8.1.1 with 32 hytes of data:

Reply from 18.8.1.1:- hytes=32 time=33ms TTL=64
Reply from 18.8.1.1: bytes=32 time=18ms TTL=64
Reply from 18.8.1.1:- hytes=32 time=24ms TTL=64
Reply from 18.8.1.1: bytes=32 time=5%1ms TTL=64
Ping statistics for 18.8.1.1:

Approximate round trip times in milli—seconds:

C:sDocuments and SettingssTHSolutioni_

C:sDocuments and SettingssTHSolutionXping 18.8.1.1

Packetz: Sent = 4, Received = 4, Lost = 8 (8% loss)>.

Minimum = 18msz, Maximum = 5ims, Average = Jims

13



3. W41 10.0.1.1 aglensinseuuuil

§l®  This Connection is Untrusted

v AI ‘fou have asked Firefox bo connect securely to 192.168.2.1:81, but we can't confirm that vour
connection is secure,

Mormally, when wou try to connect securely, sites will present trusted identification to prove that you
are going ko the right place, However, this site's identity can't be verified,

wWhat should I Do?

If you usually connect to this site without problems, this error could mean that someone is trying ko
impersonate the sike, and wou shouldn't continue,

Get me out of here! |

Technical Details
I Understand the Risks

If you understand what's going on, vou can tell Firefox to start trusting this site's identification. Even
if you trust the site, this error could mean that someone is tampering with your

tion.
conneckion, -
Don't add an exception unles; }oykﬁﬁw there's a good reason why this site doesn't use trusted
ideptification i

Add Exception... |

Add Security Exception

‘¥ou are about to override how Firefox identifies this site.,

Legitimate banks, stores, and other public sites will not ask you to do this.

§oclear

x|

~Server 7
Location: I https://10.0.1.1:81/ k ek Certificate |
~Certificate Stakus i
This site atkempts to identify ikself with inwalic' == -nation, y/ : |
1 —— ” Wiew...
Wrong Site .

Certificate belongs to a different. site, which could indicate an identity theft,
Unknown Identity
Certificate is nok trusted, because it hasn't been verified by a recognized autharity,

v Permanently store this exception \

| Confirm Security ExceptiunD Cancel

—

14
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4. WINMANI89 ClearOS

clearOS

Username
Password

Login

Welcome Administrator

Enterprise Version 5.2

&

Diractary Network Gatevay Sarver System ClearCanter

Logout

Server
System
Reports

Dashboard
» Querview
Network
» etwork Report
» Hetwork Status
» Metwork Trattic
Gateway
» Irtrusion Detection Report
» Intrusion Prevertion Report
» Frotocal Fiter Report
+ W Praxy Repart
Server
» Wieh Reports
System
» Live Logs
» Logs
» Hardware Report
» Resource Report
| ClearCenter »

5. 1dn 19 Network > IP Setings

-
Reparts » Dashboard » Overview

Register with C!

@ The follawing is an overvisw of current settings and data
=S

© User Guide

Time Sep 1 2010 23:5310 1CT (AsiaBangkek) Edit ]
Language Engish (US) - en_US et ]
Number of Users 0 Edit G

Role Type Boot Protocol IP Address Link Speed
LaN Ethernet Static 19216821 Ves 100 M
LAN Ethernet o 10Ms
External DSLPPPOE DSLIPPPOE 589147173 es 100 M

Directory r
Hetwaork L;
Settings

+ o Seflings.

b Miutti-VAR

v DHCP Server

v Local DME Server

Firewall

b 1-to-1 MAT

Addvanced

v DhZ

Groups

Incoming

Outgoing

Port Forvwarding

Custom

Gateway L

Server L2
System k
Reports ¢
ClearCenter +

/
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Interface Role Type IP Address
ethl LAk Static: 1921658241
eth2 LAN : Delete

DSLPPPoE

Username I XU

Password I 000K

MTU |1 492

Automatic DHS Servers [V

Confirm Cancel

Interface Role Type IP Address Link Speed

ethl LAk Static 19216521 V= 100 kb Edit

eth LAk 4 Mo 10 M Edit Delete
ppd External DSLPPPoE 359147173 WEE 100 kb Edit Delete

dl =3 ¥ % a o 6 o = dl ! dl 1
wArasgninsefarlfuliuniaiy @ldnuuaraieazidandu o ngungui “nInEWIN’)



Services

Setup Wireless

System Information
Router

Router Mame

Router Model

LAk MacC

AN MAC

Wireless MAC

WAN IP

LAN [P

Wireless
Radio
Mode
Metwark
5510
Channel
wit

Rate

Wireless Packet Info

Received (R5)

[ SPSPS TN [ SN

Security

TMSalusion

Linksys WRTS4G/GLIGS
00:23:69:4F:CE: 90
00:23:09:4F:CE: 91
00:23:09:4F:CE: 92
61.90.64,222

192.168.1.1

Radio is On

AP

Mized
TMSalution YWiF
10

251 miw

1 Mbps

413 0K, no error

ATAA M mm ma

Access Restrictions

n1569A1 WRT54GL Wilaffiu Server 160

Tirm

MNAT / Qo5 Administration

Services

DHCP Server
WRT-radauth
R Tl
MaC-upd

CIFS Automount

Spuknils Agent

Memory
Total Available
Free

Used

Buffers
Cached

Active

Inackive

Space Usage
CIFS
JFF52

naRa—

Status

Enabled
Disabled
Disabled
Lisabled
Lisabled
Disabled

12,7 MB | 16.0 MB
2.9MB [ 12,7 MB
9.8MB/ 12,7 MB
1.5 MB | 9.8 MB
4.3ME/ 2.8 ME
36ME/[9.8MB

2.ZMB{9.8MB



Wireless Services

WAN Setup

Connection Type

aTP

Router Mame
Haosk Narme
Daormain Mame

T

Metwork Setup

Local I Address
Subnet Mask,
Gateway

Local DM

DHCF Type

DHCP Server

Security Access Restrictions MNAT / QoS

I Aukomatic Configuration - DHCP ;I

 Enable @ Disable

ITMSqusion
IManuaI v” 1492

o 1] zo0

| o
| es5.| 255 2= o
7
7

w3

w3

I DHCP Forwarder = I

| wf ol

A

C)Clear

Administration Status

Automatic Configuration - DHCP:

This setting is most commonly used by
Cable operators.,

Host Name:

Enter the host name provided by your
ISP,

Domain Name:

Enter the domain name provided by
wour ISP,

Local IP Address:
This is the address of the router,

Subnet Mask:
This is the subnet mask of the router,

DHCP Server:

Allows the router bo manage your IP
addresses,

Start IP Address:

The address vou would like to start
with,

Maximum DHCP Users:

‘ol mavy lirmit the number of addresses
wour router hands out, 0 means only
predefined static leases will be handed
aut,

0 General Suppat |

Br Qo5 Lt

xf——

~Metwork Tasks

& Refresh network list

[~ Connection status

Choose a wireless networlc

Click an item in the list below ko connect to a wireless network in range of ko get more

jemart i, »

we |
E information,
Address Type: Assigned by DHCP e
el -2 Setup a wireless network = -(r D]
IP Address: ) 10016 for a home or smail offioe* ﬁ
’ § P
Subnet Mask: / 255,255 256.0 il
Default Gaterway: 10,011

T

Details.

‘Windows did not detect problemns withpthis
connection. IF you cannot connect elick
Repair, -

‘a5 ip 300 server finu Wireless

Repair
«--"

Autam. -

Fagt
-

-

Received
Approximate round trip times in

—
—

Reply from
Reply from
Reply from
Reply from

64.233.181.185:
64.233.181.
64.233.181.185
64.233.181.185:

Local [P Address
Subnet Mask
Gateway

Local DHS

DHCP Type

DHCP Server

Ping statistics

-
={Fisolution WiFi -

Unsecured wireless network

Minimum = ims,. Maximum = 1Zms. Average
C:\Documents and Settings\IMSolution>ping google.co.th
Pinging google.co.th [64.233.181 .1851 with 32
hytes=32
hytes=32
hytes=32
bhytes=32

for 64.233.181.185:

i —

Connected 5z

alll

time=12ms ITL=64
time=1ms TIL=64
time=ims TI 4
time=1ims TI 4

aaduiiu

= 4, Lost = B <(Bx loss>.
milli-seconds:
Ims

bhytes of data:
TTL=58

= ;;k:gg duinin Allow MAC Bian ping 16

TTL=58

time
time
time
time

ol ol il .
I

-~
k. T

!DHCP Forwarder =
I 10. 0. 1 ! 1

DHCP Server:
Allows the router ko manage your 1P
addresses,

1P was Wireless s:

111 aun e puu would ke o start
with,

Maximum DHCP Users:

‘ou may limit the number of addresses
wour router hands out, 0 means only
predefined static leases will be handed
ouk.



3 = Aufnaviucind linuxthai : - Microsoft Internet Explorer

File Edit ‘Wiew Favorites Tools  Help

=10f x|

| &

@Backv@v D @ :b|pSearch ‘L"n'\?Favorites @‘@'%'\_J.K_. ﬁ m “ﬁ

Address @ hitkp: /e, linusthai, org)

ﬂ Go |®Snag1t E"

|_ 192168 31 1

http://www.linuxthai.org

aaun Tudamlaeslsan ua ndingnindaulveslsfu

18216681

v
- "
orange areen

19246819

BLUE l

- 19216822

U |

unaly | Webboard

ADSL modem (showm)

IPCop FirewallRouter

I BPATT S SPS S

@ Done

T s

| Kl
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386mév LightSquid 1iag Log File (2aunaiviny Korkai)

1. afuluanlnd cc_reporttar Aau (Link @216 : hitp:/Awww.mediafire.com/?n2pf119ge4ly059)

2. antiuld SSH File Transfer AnaanWa 1137 /root
3. uanWalagldAN4a tar —zxvf cc_report.tar
4. Wl lunimefiunnaann cd cc_report.tar

5. AYFARY /setup

6. ANATeIgNaINIIndnglitae http://10.0.1.1/report/ (11/aeiu IP AH299897171)

'
A o ¥

Wwedniandeyasiga udainnsGangdeyaldain hitp:/lefiaes server/report

Wanuazaan 1R crontab 1 update log 8mlWdR wufan ATy AuWANEs
nano /etc/crontab
udingeaussvinildnly (Wuetin copy wan paste 91911 SSH)

*/120 * * * * root /varAwww/html/report/lightparser.pl -—-> gWian log 9)n 2 Falu4

00 22 * * * root /usr/sbin/squid -k rotate —> rotate log YniuRA" &@vjx (IN4 log Al lalney) ®

a7 useailIng log 1949 squid agjensuy dudsazidaya tnalvd log azatif ivarlog/squid/access.log t 1l

wilalnd squid.conf usssiniludnldinyl
cache_access_log /var/log/squid/access.log

szuudniaantaIdan ds'lulamautilsuuzasu

v
o

ARAFILULALIBEA hitp://www.linuxthai.org/forum/index.php?topic=914.0




Squid user access report

Date: 02 Sep 2010 {update :: 15:39 :: 2 Sep 2010)

Top Sites Report
Big Files Report

# Time User Real Name Connect
1 @ 10016 7 4400
el - B B E R 7 3409
il - AR E R 7 2177
4 k3 10057 7 2134
=i - ORI ) 7 2019
b g TR 5 245
7 ey 1:0:1:16 7 279
= = s I e ] ? 122

Bytes

4

1.1G 64.6%

346.5 M 20.3%

132.2 M
6.6 M
47.9 M
11.1 M

6.0 M
2.0mM

7%
3.3%
2.8%
0.6%:
0.3%
0.1%

Group

R e i R it [ e e

I

&HcClear

LightSquid v1.7.1 {c) Sergey Erokhin AKA ESL



AatRNLALRAUNT551a9uaas lightsquid (credit Korkai)

o

P S ' o o A a X
E@ﬂ')qllu"ﬂzvlllﬁ"]ﬁ\ﬂuqumﬂ']u L@ﬁL@ﬂﬂﬂH@NqLLmﬂLWNLmN N

# cd /var/'www/html/report

# ./check-setup.pl

# Jlightparser.pl

# /var/www/html/report/lightparser.pl

#echo '5 4 * * * root /var/www/html/report/lightparser.pl' >> /etc/crontab

cd /var/www/html/report
./check-setup.pl

Jlightparser.pl
Ivar/www/html/report/lightparser.pl

echo '5 4 * * * root /var/www/html/report/lightparser.pl' >> /etc/crontab
19 lightsquid & login l&gvideinu

# htpasswd -c /var/www/html/report/passwords admin <= user 38 admin
New password: **** <= {13 5A75
Re-type new password: **** <= guffunnaisn

Adding password for user admin

untlalWa htaccess FPRIVATE "TYPE=PICT;ALT="

# nano /var/www/html/report/.htaccess

AuthType Basic

AuthGroupFile /dev/null

AuthName "Squid Report"

AuthUserFile /var/www/html/report/passwords

require user admin ***** <= admin FULINAB user FaRaadAe Wgidsn
Options FollowSymLinks ExecCGl

Directorylndex index.cqi

§oclear =



@clear 2

é2 Upgrade 21av1inu rewjang

1. anduluanlna vLﬁ‘ﬁ http://www.mediafire.com/?nnpeu7su65fkfd0

2. wantnaaanuazlanui

. changepass-yes "PHP 8 manage_group
D e " D e

- manage_user _-?yﬂ rau:lius_—sam
e B &5

= register-yes
PHP Scripk

‘u"} 11 KB

3. wnlduidsine MySQL usaldangiudays sam_db

phpiiyAdrnin

inforrmation_schema (17)
mysgl (17]
sam_db [17)

test “:.‘

Flease select a database

4. usargutnannly

i Server: localhost » Database: sam_g

EfStucture  @Sal  USearch  EiOdery Import  4EOperations &3 Privileges [ Drop

Table 4 1 Type Collation Size Overhead
[T account 24 MylSAM  utfB_general_ci 4.Z FKiB -
[T administrator 1 MylSAM  utfi_general_ci 1.1 EiB -
[T ap_status . 3 MylSAM  utfd_unicode_ci .1 FiE =
I | l::onfigurati,‘ c ; 15 MylSAk  utfE_general_ci 1.3 KiB -
I genuser # 2 1 MylSAM  utfE_general_ci 1.0 KiE -
[~ groups ! 7 MylSAM ot general_ci z.5 KiE i
r eral_ci Z.7 KiB zZ60 B
r nuw a—‘m eral_ci 1.0 KiB i
LIRS = 4 ¥ M X o Myl[SAM  Otf_general_ci 1.0 KiB =
" radacct ST = R R 28 MylSAM  utfB general ci 15.0 KiB E



&oclear *

r saL
[ & Texyl text
ML
o YAML
s~~‘
-~
¥ Save as fil “"-...___ ——————
——— - - -
File name template1 : |7DBi ( W remember template ) \\
Compression: @ MNone ¢ “zipped” ¢ "gzipped” ¢ "bzipped" \\
Go
[ . [ %4
5. AAN15 Save File 13
Opening sam_db.txt x|
Y¥ou have chosen ko open
E sam_db.Ext
which is a: Text Document
From: hetps:/f10.0,1.1:51
~What should Firefox do with this File?
™ Cpen with I Mokepad (defaulk) j
% i Save File
[™ Do this automatically Far files like this from now on,
(a4 [:ﬁ Cancel
¥
o o b ¥
6. AMBLUEITBH AL
&3 Server: localhost » &2 Database: sam_db
B Structure  JBSOL  OSearch  EiQuery  EExpdt  Taimport Operations  t3Privileges  [EDrop
rView dump {schemaj) of database "‘
b
rExport Opti ‘w~
Select All £ Unselect All ¥ Structure "ﬁ_‘
-~
-~
¥ Data .""':.,‘
~
Replace NULL by ‘"\\ INULL
[~ Put fields names in the first row \\
\Y
]
~ CodeGen 1
gl




7. @aanlWa radius-sam

Look: i Ib Upgrade j € 5 |

é_._;échangepass-yeg_;
ir|manage_group
=

| manage_user

=| radius-sam *‘ -
5 ~

. register-yes ) o

tdy Docume

W
.

iy Computer

File name: I j Open
- Cancel |
J s

&

Files of type: |f-'-.II Files

4 Server: localhost p Database: sam_db
Ef Stucture JRSOL  JSearch  [EiQuery  f#iExpont Jalmport %80perations  ghPrivileges [ Diop

rFile to import.

Location of the text file |EzDesktoplsmau Sers Browse.. | (Max 100 MiB)
Character et of the file: | uttg -

Imported file cormpression will be automatically detected from: Mane, gzip, bzip2

rPartial import
W Allow the interruption of an impart in case the script detects it is close to the PHP timeout limit. This might be good way to import large files, however it can break transactions

Murmber of recards {queries) to skip from start |0

r Fermat of imported file

= SQL
o Options. \\
~

SOL compatibility mode MOMNE vl ~—

e -

¥ Do not use AUTO_INCREMENT for zera walues -"—-._-_

~u

~
|

= Open new phphyAdmin window




8. ARNAULLLY

3 Server: localhost » Database: sam_db

E% Structure  JESOL  J'Search

EQuery  EiExport {1 lmport @B 0perations

&oclear =

eaPrivileges [ Drop

| «# Import has been successfully finished, 131 gueries executed.

9. wasudalva

E Falua

changepass-yes.php

changepass.php

register-yes.php register.php

udnAnaan A 137 Avariwmwintmiisam/admindnelude NUTR9ANYTaAY backup 1AAaud e

urlanANWRe 1 Avariwww/html/sam/admin/

L~ changepass - manage_group
y PHP Scripk 4 PHP Script
P ose.. D zaxs

L~ manage_user = radius-sam
y PHF Script = | S0LFile
D a0 = 19KE
A= reqgister
; PHF Scripk
U?| ks \\

\ﬁu
-~

—
q____-_-___-___

daaaniwa PHP fuida

13# /var/www/html/sam/admin/

I——

=0/

Help |
R NEIRE i e

E| add ||-E;| [ ||j§< » ||sam,|'adrnin '” Add‘

E | Tvpe ;I Remaote Mame s | Size | Type «
Systerm— | css Folde
Syskem [Chimages Fold

| oL Ty s b'ﬂlgchle- Folde
Shartee Sis -, Falde
Shartce [Chopenchart i 8 Folds
Shorteo [Z5) Seripks * Folde
Sharted [Chtemplates Falde
File Fal |2 ThaiPDF Falds
File Fal |75 add_user.php 9,923 PHP
File: F_-:.Ii;l = blackweb.php | 2,899 PHP T

» 4 »

Speed | Time | ;I

33z.0kBjs 00:0...
Z|

106 kBfs  00:0...
Rl 4

378.9kBjs 00:0...
]

Size | Status |
10,292  Complete
10,290  Complete

296,333  Complete

stination Direct... |
\Deskiop

ar e fhtmlfs,
ar feaanafhtmlfs. .

aes128-cbe - hmac-mds - none |58 items (382.2 KB)

10. MNTUA NENLIN NNTRANN “AN1TndaNITIL ALUTTRNWLA

e
nu

| Ty
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11. NAADIATATUAIADI1HINUA

Smile Authentication Server V.1.0b

AQINULUY.. taTdvavinastiin

2 al o, - o a ' 2
ngungondayaaTdiunis@lasuaTaud nswraadia 13 any

e . *
UILANA *
HafiE "

AgarTudi S s AN e AEErL AU
SRR #®
ArlgTadtiay 8 anusy
AT Y F= (TR "

a JaLA

Smile Authentication Server V.1.0b

aIVLiday.. vaTdevavinastiio

- al -, - . u ' -
AgeungandayaudaldiunssinsuaTdud nswaodia1iay

wAndayaua alE uud auu st naansnidnussunleiufndu

—_—
HLTUS

srUUdRms A TERwLEaTIla; LMTALEIYTI %
Wi RsUTuUsaseun: Smile Metwork 4o nu




28

0.1.1 - -:- TMSolution WiFi Server -:- - Microsoft Inter

|@‘] Daone

T T T e wkernet /4

12. naaasulasusianiulueg

Smile Authentication Server V.1.0b

wlauustiannu.. hivuvauinasiin

AsaNnsanuaua

- EEEEEEE N
AT anTuE S TSI AL RdTILEY RN
AT N L L L L L L "
NtE NI LLLLL L L #*
aruaTodlon 8 dnuse
fufusimiuin @ sessssss| .

==
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Smile Authentication Server V.1.0b

wlasusiiannu.. hafvvauinasiin

ATalAsanuala

TuiAndayauasnalEaudann &

S ———
cafau

TMSOLUTION CHIANGMAI
= = ) 1N 2l () e

|@ Daone




) Clear ®

o

35111 uamallow

uamallowed Tawus(aasldidulenaninalsusdu), laiarasls chilli/subnet Wi

uamallowed www.google.com,10.100.1.0/24

ARIAAL NN A ABIUAILAEINE Y

w1 liinlu /ete/ehilli.conf ¥i38 fetc/chilli/config

# HotSpot settings for simple Captive Portal
#

HS_NASID=nas01

HS_UAMSECRET=ht2eb8ej6s4et3rg1ulp

HS_RADIUS=127.0.0.1
HS_RADIUS2=127.0.0.1
HS_RADSECRET=testing123

uamallowed Tnwus(aasldidulafianinazlsuzdv), ladaraal chilli/subnet ¥

uamallowed www.google.com,10.100.1.0/24

register-yes.php|
http://www.uploa

au Ieaasindiion 113w varwwwihtml/sam/admin udafiilaauteasuae {u register.php U changepass.php



) Clear

AvuAlaniuusn

1. Wi ldud WS variwww/htmi/sam/admin/manage_interface.php taaiidaguandn footers {lu footer (AL s aan)

1349 =fr=
140 <t height="75" align="right" valign="top"=Ham3 uasuran 17 8uETua <br=
b4 (Aenguriaf) ::nu>|
142 =td height="72" colspan="2" align="left" valign="top"==div id="urldiv2" style="dizplayinling"=
143 =textarea name="footers" rows="5" clags="nputhox-normal" id="footers" style="wiclth 27 Dpe'==?= $inf-=oetFooterd ?=
144 =ftextarea= F‘-———.._. !..-—---3_

144 =fdiv= =it =

2. unlaudn Login

o o a | ] 1% il
<ul><li>@nFuanNgnlvd @quTﬂ@\imgLUﬂuW@Z‘]ﬂ\ﬂﬁj\?'\uiﬁwu <a

href="admin/register.php">Ni</a></li><li>ngn lite fduazsianurasvinulunisdng

sruu</li><li>auTnannsaiddeusianuld <a href="admin/changepass.php">N
</a></li>

</ul>

TMSOLUTION CHIANGMAI
HIGH-SPEED INTERNET HOTSPOT

T [ o il R -
5 8 b TELL S TAA R 21 LU gy
[

e a e g alal
s AATnE Tl RusIERUE il

ARt Login 129Ny (anaazligravinuaain waldwiaulasasu A A)
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wnlailoyun WA website.txt Tusinlale

¥ Y v
Block Web & Download 1/adl#1d1a5u veawuieldez 15 ludniunnazmeminsuuuiiunuasy mnldas

ligrifu13

v i % ar
WUILLTA AR ﬁ"l"ﬂﬂi‘g ARATYUU aa AR AU

USUISAAAISSZUL

Ivla website.bet Wil uayad hiliufinla !

ud

# touch /etc/squid/filename.txt

# touch /etc/squid/website. txt

# chmod 777 /etc/squid/filename.txt

# chmod 777 /etc/squid/website.txt

# chown squid:squid /etc/squid/filename.txt
# chown squid:squid /etc/squid/website. txt
# Is -l /etc/squid/filename.txt

-rwxrwxrwx 1 squid squid 0 Sep 8 16:18 /etc/squid/filename <--- laifasNaun

[root@hotspot1 ~J# Is -l /etc/squid/website.tx

-rwxrwxrwx 1 squid squid 47 Sep 8 16:21 Jetc/squid/website.txt <-—- laAaINuW




) Clear

a8nng Log File &n ¢ vingala?

#tail -f /var/log/squid/access.log

18 10.0.1.1 - default - S5H Secure Shell =18 x|

“ Fle Edt Wew Mindow Help

B SR 83 28F & a0 % en

I 1 quick Connect ] Profiles |

1284888356.714 29516 10.0.1.2 TCP_MISS5/206 89463 GET http://wmr. tvosz. comsnew_des/flvidec/6240.£1v - DIRECT/67.1559.5.38 text/plain :I
1254555357, 799 3106 10.0.1.2 TCP_MIS5/000 0 GET http://wmi. twosz.com/new_des/flvideo/6240.£f1v - DIRECT/67.159.5.35 -
12545855360.615 2777 10.0.1.2 TCP_MISS/200 82305 GET http: /s uww. tvose. con/new_des/flvideos6240.£1v - DIRECT/67.159.5.38 text/plain
12545855361, 295 7612 10.0.1.8 TCP_MIHG/206 1246361 GET http://wmm. tvosz.comsnew_des/flvideo/6240.f1v - DIRECT/67.159.5.358 text/plain
12848858362, 447 23665 10.0.1.2 TCP_MIZ5/206 1246383 GET http://wmmw. tvosz.com/mew des/flvideo/6240.flv - DIRECT/67.155.5.358 text/plain
1284388362.708 50493 10.0.1.2 TCP_MISS/206 441396 GET http:/jwmmr. tvosz. comsnew_des/flvideo/6240.flv - DIRECTA67.159.5.38 text/plain
1284888366.918 12474 10.0.1.2 TCP_MISS/206 738060 GET http://wnr. tvosz. condnew des/flviden/s6240.f1lv - DIRECT/67.159.5.38 text/plain
125458583658.031 11250 10.0.1.2 TCP_MIS3/206 608358 GET http://ww. tvosz.consnew des/flvideno/6240.£lv - DIRECT/67.159.5.38 text/plain
12545858373.272 37495 10.0.1.2 TCP_MIS3/206 §57564 GET http://wnw. twosz.consnew des/flvideno/6240.£1lw - DIRECT/A67.159.5.38 text/plain
1254558374, 942 12129 10.0.1.2 TCP_MISS/206 55110 GET http://www, tvosz.com/new_des/flvideo/6240.£1v - DIRECT/57.159.5.35 text/plain
125458858374.964 1660 10.0.1.2 TCP_MIZ%/206 3062 GET http://www. tvosz.con/new des/flvideo/6240.flv - DIRECT/E7.1559.5.38 text/plain
1284888375.153 12359 10.0.1.2 TCP_MIZ5/206 42482 GET http://wwr. tvosz. comdnew_des/flvidec/6240.£f1v - DIRECT/E7.1559.5.38 text/plain
1284888375.3058 24736 10.0.1.2 TCP_MIS3/206 837818 GET http://ww. tvosz.consnew des/flvideno/6240.£1lv - DIRECT/67.159.5.38 text/plain
125458858375, 938 1431 10.0.1.5 TCP_MIZ5/000 0 GET http:/ www.thaiware.con/ - DIRECT/www.thaiware.com -
12545568351.294 5964 10.0.1.2 TCP_MIS3/206 35102 GET http:/ wnmr. twvosz.com/new_des/flvideo/6240.£f1v - DIRECT/G7.159.5.35 text/plain
12545885352, 923 110 10.0.1.5 TCP_MISS/200 2774 GET htecp: //wuw. thaiware.com/ - DIRECT/203.151.217.158 text/html
12548588383, 368 414 10.0.1.5 TCP_REFRESH HIT/200 11594 GET http://wuw. thaiware.com/css/css_main.css - DIRECT/203.151.217.158 text/css
12845888383, 429 460 10.0.1.5 TCP_REFRESH_MIS3/200 880 GET http://hits. truchits.in. th/data/a0000236.3s - DIRECT/164.115.31.102 application/x-
Jawascript
1254888383, 580 621 10.0.1.5 TCP_MIS3/200 §909 GET http://wmr. thaiware.com/images/thaivarelogo_original.gif - DIRECT/203.151.217.158 image/q
if
125458558353, 061 291 10.0.1.5 TCP_FEFRESH HIT/200 643 GET http://www.thaiware.com/images bglain.gif - DIRECTA203.151.217.158 image/gif
1254888383, 799 217 10.0.1.5 TCP_MIZS5/200 445 GET http://lws.truehits. in. th/goggen. phprhe=al000236sbv=0srf=booknarksweb=NP3DduTEgInFINAIEphd
GO%3D%3Dsbn=Netscapesss=1024*768s20=3243v=1. Jack=v&ia=vevt=2B7B7240. 2sfp=dsfw=10. 1520r s3struechitspage=Thaiwares20Exclusivet 20CoverPagestruehit
surl=https3a//www. thaiware.con/ - DIRECT/164.115.351.102 image/ipeq
12545856353, 921 122 10.0.1.5 TCP_FEFRESH _HIT/200 1755 GET http://uwmr. thaiware.com/favicon.ico - DIRECT/203.151.217.1558 image/x-icon
12545858391.065 29554 10.0.1.2 TCP_MIS3/206 193506 GET http://wiw. tvosz.consnew des/flvideo/6240.£1lw - DIRECT/67.159.5.38 text/plain
1254558392.479 11135 10.0.1.2 TCP_MISS/206 67302 GET http:/ www, tvosz.com/new_des/flvideo/6240.£1v - DIRECT/57.159.5.35 text/plain
12548858395.124 20098 10.0.1.2 TCP_MIZ5/206 65338 GET http://www. tvosz. comsnew_des/flvidec/6240.f1lv - DIRECT/E7.1559.5.38 text/plain
1284888395.594 3070 10.0.1.2 TCP_MISS5/206 7442 GET http://mm. tvosz. con/new des/flvidecs6240.f1v - DIRECT/67.1559.5.38 text/plain
1284888397.631 27852 10.0.1.2 TCP_MISS/206 154830 GET http://ww. tvosz.consnew des/flviden/s6240.£1lv - DIRECT/67.159.5.38 text/plain
1254556395.445 23391 10.0.1.2 TCP_MIS3/206 1158402 GET http://wmw. tvosz.consnew des/flvideo/6240.£1lw - DIRECT/67.159.5.38 text/plain
12545885395, 851 299 10.0.1.2 TCP_MIZS/000 0 GET http://www. twosz.com/new_des/flwideo/6240.f1v - DIRECT/67.159.5.35 -
1254558399, 510 39119 10.0.1.2 TCP_MISS/206 176586 GET http://www. tvosz.consnew des/flvideo/6240.£lv - DIRECT/67.159.5.38 text/plain
12845888399, 841 4666 10.0.1.2 TCP_MISS/206 12922 GET http://uww. tvosz.con/new_des/flwideo/6240.f1lv - DIRECT/67.159.5.38 text/plain
12845888399, 857 941 10.0.1.2 TCP_MISS/000 0 GET http://wnr. twosz.com new_des/flvideo/6240.£1v - DIRECT/67.159.5.38 -
1284888400, 202 95 10.0.1.5 TCP_HIT/Z00 92261 GET http://safebrowsing-cache.google. comfsafebrowsing/rd/Chiinbz SnLliflhbHdhenTocZhhdn FYEALTycME
INDDATIPGWE AP G4 - NONE/- application/wmd.google.safebrowsing-clunk
[rootlaysten ~]# I =
-

Connected ko 10,0,1.1 S5Hz - aesl2g-che - hmac-mds - none | 14240 | Igl_|_ [
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N15A31987 Server (@1AYN1N)

N5 1uU5Ms Time Server luszuuilfiifnis UNIX %5a Linux

Tsunsudmiunsdieunan usruudjimniemszgagiind Ihunllsunsu ntp Feansnsoanadivanlfanniiu

http://www.ntp.org/downloads.html

e dumauNNTRAFaialUTsesa Tl

o anmdluasldsunsusaaAnds wget

# wget http://www.eecis.udel.edu/~ntp/ntp_spool/ntp4/ntp-4.2.0.tar.gz

o 28Wg tar-ball faeA143 tar

# tar -xzvf ntp-4.2.0.tar.gz

o wnglawnnes ntp-4.2.0 uaziIN9EIANITLILINAUNNS compile #atl shell script configure
# cd ntp-4.2.0

# ./configure

0 9113 compile AEA1AS make

# make

o mnsalisunsumaeANde make install

# make install

o MIFELNANEATES ntpdate

'
A A

Walnnsldauands ntpdate Inamufaaanfiamusiees Time Server 3ULAZNNNITEUIALNIIANRNLATES Time Server

' '
= 1 A '

=2 2 A % o o P ' o o o = = =
‘1/1@‘:*1_4 off Q@LL@%‘U‘U 178 root mmuwmmmhmumm ntpdate Vl,ﬂ m@mqmﬁqu‘wmmimmmmmmmmmﬂq
clock.thaicert.nectec.or.th

# ntpdate clock.thaicert.nectec.or.th

10 Sep 15:16:14 ntpdate[2264]: step time server 203.185.132.187 offset 10.006533 sec

dl' Y Yar a al d' [ 1 ' d' @ ¥ . ::ic:l o o 1
LW@I‘VI?Z‘]_IUVLMT‘]_IHW‘JLVIHULﬂil\‘iL’)ﬂ’W]Qﬂﬁ]’f]\‘iﬂEJNﬁl@Luﬂﬁ Q@LL@?ZUU@"I@@Z@S’N cron job VINEI]LL‘LI‘LI&NE]Q@EIN

30 * * * * ntpdate clock.thaicert.nectec.or.th

= ) v = ¥ o = o ) P ) < o

4 cron job INAUNNINN TTULRANININITINLLIANLLATAS Time Sever 18 clock.thaicert.nectec.or.th N7 predalug

a [%
o  NITWELLIRAIAIEY daemon ntpd

N5 MeuAE9 ntpdate azillunisraiiauiian tneinAnatnliann Server intsuidasniud asnelsfniuluszuud

FRaN17ANN AR I89ANNNTLNATININT A5 911 daemon ntpd NNTFIAINNINNIULES daemon RRTUARLAIT
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o  USuuslsAnTWa ntp.conf (Uneszuuag]lu fetc/ntp.conf Wea /usr/local/etc/ntp.conf) tagimdsiinissiaAnatineiias

Fatelulil

restrict default kod nomodify notrap nopeer noquery
restrict 127.0.0.1

server clock.thaicert.org

server 0.asia.pool.ntp.org

v

ANTNGFUT A NUNIE AT

AL AMNUANAE

restrict default kod nomodify notrap nopeer noquery Wunnsaauanlissun il liiznsaiaunan iy
A A ~ o o A & . =
LATENEU HIB9aNUEINaaLAsadLiluiNes client (AN

restrict 127.0.0.1 WWHLFANAIN manual U8 ntpd)

¥

ANuue Time Server NHBINITNELLAN IR8ANNITDNIUUA
server lsaeinatine 1 Server (mmmﬁu‘w’l Public Time Server

%uj 11N http://www.pool.ntp.org/)

o feuBunisiniaues ntpd poslAda ntpdate fiU Time Server fituualy ntp.conf Aewielinanlu client
waz Time Server AN IndLALaRw

o Buniminauaeslilsunay ntpd AnaAnd
# ntpd

N5 11U3N13 Time Server luseuuil)iianig Windows

Gluﬁ‘:i_l‘l_lﬂﬁﬂf?lmi Windows XP Service Pack 2 , Windows Vista kag Windows 2003 Server azilt3unsuduiunisiieinani

AnssunFenszuuUUR Inedduneunisldauituanssnecneeed Windows XP Service Pack 2 fiail

0 Double Click #iu18439aLU Task Bar lusumiieyuaanans aztlsingidsunsy Clock fagy



Date and Time Properties [ 25

Date & Time |'I'|me Zone | Internet Time
Date Time

T - [ |

3. x> 3 8 5 B . ‘
7 8 9 1 11 12 13 . .
14 15§ 18 17 13 19 20 5 '
7172 3 M 5 W™ T ., .
rr
23 29 30 31
13:21:58 =
Current time zone: 5E Asia Standard Time
ok [ Cancel |[ sepy |

0 @8N Internet Time Tab KAZLABN check box “Automatically synchronize with an Internet time server” Laziiy

A" Server Lflu clock.thaicert.org Wazna1lu Update Now azléuasiagil

-

[

Date and Time Properties

| Date & Time | Time Zone | Internet Time

Automatically synchronize with an Internet time server

Server: dock.thaicert.org -

The time has been successfully synchronized with dodk, thaicert. org an
15/1/2551 at 13:20.

Mext synchronization: 22/1/2551 at 13:20

Synchronization can occur only when your computer is connected to the
Internet. Learn more about time synchronization in Help and Suppart

Center.

0K H Cancel H Apply

o ndRINAIAETAlIinALlN OK iietuduni9fAfanann
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A&xAT DynDNS 284 ClearOS

| Directory: Metweark Gateway Server System Reports

-,
-
e

ClearCenter » Register » Register System

15 Fleaze ensure you keep your softwware up-to-date. If vou re-install your server softvware, you will .
] need to go through the registration process again. B User Guide

-

o

Registration Information

Account tmsoltion
Registration Type Rew instal
System Hame ThiServer
Services and Support Clear03 Basic - FREE

Terms of Service [# | agree to the terms cited belaw:.

Continue

Account tmsolution

-
L=

Registration Type MNew install
Systemn Hame ThMServer
Services and Support  ClearDS Basic - FREE

Confirm
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Registration Information

Status Registered
Account tmsolution

Device Hame ThZerver

( IP Hostname tm=zerver poweredbyclear .com )

"Host Key b5201 3e6c8c3fel1ea5e3bl el 4505177
Product End-of-life  Lugust 31, 2013

Contert Fitter Updstes
Irtrusion Prevention Updates
Remote Security Audit
Remote Backup

Artizpam Updates
Artimalware Updates
Femote Port Monitoring
Remote Resource Manitoring
Remate Bandwidth Montoring

Dynamic DS

BECEEDEDEDBEEEB

Dyvnamic WP

-

=

Cnline info

Online info

Online info

Online info

online info

online info

online info

online info

online info

online info

online info

s

https://tmserver.poweredbyclear.com:81/

== mul hkkps: ) fkmserver, poweredbyclear. com: 51/ ']':T
k | fudh _ loadBalance || wawsn | enq || Chil
an .| ] B

£

clearSDN

Your dynamic DME name will be activated shorly.
Flease check back in a few minutes!

=3 J
ungaNluILLasAAIUaNIIsadsE 24hr



https.//secure.clearcenter.com

Glear

center

Gclear

Hotmne ClearCenter Partal

cGlear

center

Uzername Itmsculuticun

Password II-'"""I-'

Last P assaward

Login

Hame Accournt Zystems - Purchaze

Domain I'u'lanagement

(_DNSIDDmain 2 Iy

If @ =erver iz down, a virus vwas detected, backup mail iz in the guew
top navigation menu to access this overview page, device services,

armEin Expi
Delete Domain

DrEDomain Logs

4 Clic

OHS Records
M= Records

ﬁ Last login: September 19, 2010 - 2009 frt. 4 peacords

CHAME Records
hix Records

l My Account | Qutstanding lnvoices _ hl Backup .

ldentifier

THT (SPF) Records
Description SRV Records
Mo known current izsues &4 jnternet Domain Services
Fegister Domain
Renewy Domain
Tranzfer Domain
Tranzter DNZ

Fenew DN Zervice

39
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cGlear

CE r]tE r l Home Account Systems DRZ Purchaze

-

ﬁ The DME Information page gives you all the toolz to mansge all of your DS records, as well a2 register, renewy and transfer
daomainz.

Personal Domain Subdomalng

B

b
. -
ﬁ Mo domaing found. " e

"
'

Glear

EE r]te r L Home Account Systems ] e Purchaze

J)‘f-d-

domains.

_-"_
{ tmserver povweredbyclear com 539145159 }

ﬁ The DMS Information page gives you all the tools to manage all of your DMS records, as well as register, renew and transfer
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aavi2i https:/ /tmserver.poweredbyclear.com:81/ qd1siulaforulddasirinniii router atinoil

&2 Huawe
~ SmartAXMT880

Status

3]

=

Basic

=

Advanced

]

Tools

* System Management

* Diagnostics

* Firmware Upgrade

* Restore & Backup

= Systemn Log
= Reboot

* Logout

Achieving Together

System Information

Product Mame

SmartAx MTE50

Physical Address

00:1d:6a:de:el:3s

Software Release

VI100ROOZBOZ0 TT&T

Firmware Release

3.7.9.95

Batch Mumber

RTCEZOPE.020.37993

Release Date

2008711724

ADSL State Show Time
Data Path Interleaved

Qperation Mode

G.drt.bisplus

wailenar Andenvazasu anniiuainll Forward Port i NAT adc

MAT - Virtual Server

Virtual Server for

Single IP Account

Fule Index 1 j

Application IServer

Protocal

Start Port Mumber a1

End Port Mumber

Local IP Address

Start Port{Local)

End Porti{Local)

Rule| application

i Server ALl a1 a1

End
Port{Loca

192.185.1.2 gl gl
g Server ALL gz g3z 192.185.1.2 gz g3z
3 - - a 0 0.0.0.0 a 0

Port : 82 Lisiavllaulaniu wuaaviiaaavanati



#
ad v 8 Ausn Bl vevno . B

m HatFile hosting: na... {=L:] . Fi ! = ! Untrusted Connecti

'_@ 5 | This Connection is Untrusted

v Al vou have asked Firefox to connect securely bo tmserver.poweredbyclear.com:81, but we can't
confirm that vour connection is secure,

Nnrma:t/, when vau kry ko connect securely, sites will present trusted identification to prove that wou
are going ko the right place, Howewer, this site's identity can't be werified.

what should I Do?

If wou usually connect ko this sike without problems, this error could mean that someone is trying ko
impersonate the site, and you shouldr't continue.

Get me out of here! |

Technical Details

I Understand the Risks

TErmid ..Ul u'le (u2iau 1y Firefox audsatiluiidansdu ueuuzin IE)
o o a
AuIeuAsY 9
antiudvinanulndadu
1. I Understand the Risks
2. Add Exception...
3. Get Certificate...

4, Confirm ...
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m HotFile:. ci ile: hosting: na... [ Free File Hosting, Online 5 % Fil. RIE @ system.clearos.lan - Clear0s En... [£&3

Clear%

Username I
Password I

Login

Clear‘(jq Welcome Administrator

Enterprise Version 5.2 Logout

Directory Gatevway Server System Reports ClearCenter
R — Qs
1 N

Directory v Metwork » Settings + IP Settings

Hetwork r

Settings T Configure your netweork and interface settings. eu s N e z a

v P Settings for ) zer Guide 2 ClearCare Suppo

¥ LA I
v DHCP Server

Firewall

Mode | Gatewvway Mode 5

v 1do-1 MAT I _I

v Advanced Hostname Isysiem.clearos.lan

v DWE

e DHS Server # |1 9216811

b mcoming DHS Server 22 I

» Outgaoing

+ Port Forwearding | Update |
v Custom :
el : Interf: Rol T IP Add Link S 1
e - nterface e ype ddress in peed
Reports 3 ethil External Shatic 19216812 Yes 100 i Edit
blearlenter E ethi Lan Static 5 Yes 100 Mo Edit | Delete

Nanaiidnldutin Clearos 16 Anlalusysunilansy Nase agn NNt /sam/admin azlednluudle e user

di 4 ! 1 £ @Y 1 o [ 1 = dJ =K 1 o
LASAU IAae LLﬁlﬂﬂqﬂuﬂﬁlﬂgQ’ﬁ?z‘UUL?WVI’W\Y]M@E]“?L‘IJ@W mmﬂmmwqumlm ATU

ila. nganatnian DONS vasnulilansuasuzasy unlignne Hacker
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o

How to Remote SAM Server

93 remotetiinniin smile Wliile port 443 Lianuiin

https://no-ip/sam/admin

Hickname Service Protocol Port
kd HTTP HTTP TCP a0 Delete Disable
Lal =SH 55H qEE 22 Delete Disable
bdl  Smilezerver HTTPS TCP 443 Delete Disable
L Webconfig Wiehconfig TCP a1 Delete Disable
L Webimin WWiekimin TCP 10000 Delete Disable
L webservice Clear S0l JEE 1873 Delete Disable

https://tmserver.poweredbyclear.com/sam/admin/

snLIesUsMsIANSYlTawAes IR
‘TMSolution Network |

‘ ] ) A fians tw

Tlsunsu Bvnsiansylaldulnasiiin

Smile Authentication Server
TN TUUAHT AT T caR 06 AN TALSNTS

Fuviuui ssuudAASAUAL TSNS AdeTaaAus Az
naadumgs TnagnaaABULNT T TENILNL URE GUASELILNT
“Witjuenn 1R T vEEEL avEnSTUNIANATY LEL arin

QFNFAALA LT 1990 TR TUIR DRz AOTUENE)




How to Remote LightSquid

https://tmserver.poweredbyclear.com/report

e M3M Thailand

Squid user access report
Work Period: Dec 2010

Calendar Top Sites| Total | Group
2010 YEAR | YEAR | YEAR
o1jo2ozlo4psosp7loslogliofi 1fi2 MONTH MONTHMONTH
Date Group Users Oversize Bytes Average Hit %
02Dec 2010 gp 4 2 678.3M  169.6M 11.91%
OlDec20i0  gp 12 9 340G ZEEEM  3.63%
Total /Average: g 5 40G2292M7.77%

LightSquid w1.7.1 {c) Sergey Erokhin AKA ESL
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wan ip w@wizaaviinaene'ls 10.0.1.2 - 10.0.1.10

wi'la chilli.conf a¥u 7 /etc/
Wy dynip 10.0.1.10/24:10.0.1.254/24
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WWNTN saduTlu 24 vinle

WnA149 Tlnd manage_group.php Amxiinsu

<tr>

<td height="30" colspan="2" align="right" valign="top" bgcolor="<?= $bgcolor ?>">Login 1 ﬂ%ﬂ“ﬁmﬂﬁmuﬂ%ﬂm s </td>

<td height="30" colspan="3" align="left" valign="top" bgcolor="<?= $bgcolor ?>"><select name="s_time2" id="s_time2" >
<option value="3600" <? if($attribute_v[1]=="3600'){echo"selected=\"Selected\"";}?>>1 %Im</0ption>
<option value="7200" <? if($attribute_v[1]=='7200'){echo"selected=\"Selected\";}?>>2 %Im</0ption>
<option value="10800" <? if($attribute_v[1]=='10800"){echo"selected=\"Selected\"';}?>>3 %ﬂim</option>
<option value="14400" <? if($attribute_v[1]=="'14400"){echo"selected=\"Selected\"";}?>>4 ‘ﬁé’ﬁm</0ption>
<option value="18000" <? if($attribute_v[1]=="18000"){echo"selected=\"Selected\"";}?>>5 ‘ﬁé’ﬁm</0ption>
<option value="21600" <? if($attribute_v[1]=='21600"){echo"selected=\"Selected\"';}?>>6 %ﬂim</option>
<option value="25200" <? if($attribute_v[1]=='25200"){echo"selected=\"Selected\"";}?>>7 ‘ﬁé’ﬁm</0ption>
<option value="28800" <? if($attribute_v[1]=='28800"){echo"selected=\"Selected\"";}?>>8 ‘ﬁé’ﬁm</0ption>
<option value="36000" <? if($attribute_v[1]=='36000"){echo"selected=\"Selected\"";}?>>10 ﬁLQTm</option>
<option value="54000" <? if($attribute_v[1]=='54000"){echo"selected=\"Selected\";}?>>15 ﬁLQTm</option>
<option value="72000" <? if($attribute_v[1]=='72000'){echo"selected=\"Selected\"";}?>>20 ‘ﬁ%ﬁm</0ption>
<option value="0" <? if($attribute_v[1]::'O'){echo"se|ected=\"Selected\"";}?>>13J"5ﬂﬁ'm</option>

</select></td>

</tr>
<tr>

<td height="30" colspan="2" align="right" valign="top" bgcolor="<?= $bgcolor 2> > uldTuay </itd>

<td height="30" colspan="3" align="left" valign="top" bgcolor="<?= $bgcolor ?>"><select name="d_time2" id="d_time2">
<option value="3600" <? if($attribute_v[3]=='3600'){echo"selected=\"Selected\"";}?>>1 %Im</0ption>
<option value="7200" <? if($attribute_v[3]=='7200"){echo"selected=\"Selected\";}?>>2 aiSV'JT:*,J\1</option>
<option value="10800" <? if($attribute_v[3]=='10800"){echo"selected=\"Selected\"";}?>>3 ‘ﬁé’ﬁm</0ption>
<option value="14400" <? if($attribute_v[3]=="'14400"){echo"selected=\"Selected\"";}?>>4 ‘ﬁé’ﬁm</0ption>
<option value="18000" <? if($attribute_v[3]=='18000"){echo"selected=\"Selected\"';}?>>5 %ﬂim</option>
<option value="21600" <? if($attribute_v[3]=='21600"){echo"selected=\"Selected\"";}?>>6 ‘ﬁé’ﬁm</0ption>
<option value="25200" <? if($attribute_v[3]=='25200"){echo"selected=\"Selected\"';}?>>7 ‘ﬁé’ﬁm</0ption>
<option value="28800" <? if($attribute_v[3]=='28800"){echo"selected=\"Selected\"";}?>>8 %ﬂim</option>
<option value="36000" <? if($attribute_v[3]=='36000"'){echo"selected=\"Selected\"";}?>>10 ﬁLQTm</option>
<option value="54000" <? if($attribute_v[3]=='54000"){echo"selected=\"Selected\"";}?>>15 ‘ﬁ%ﬁm</0ption>
<option value="72000" <? if($attribute_v[3]=='72000"){echo"selected=\"Selected\";}?>>20 ﬁLQTm</option>
<option value="2592000" <? if($attribute_v[3]::‘2592000'){echo"se|ected=\"Selected\"";}?>>13J@°’1ﬁ”®</option>

</select></td>
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<tr>
<td height="30" colspan="2" align="right" valign="top" bgcolor="#F6F6B6">Login 1 pfsldaulduunieas - <td>

<td height="30" colspan="3" align="left" valign="top" bgcolor="#F6F6B6"><select name="s_time" id="s_time" >
<option value="3600">1 ﬁLQTm</option>
<option value="7200">2 ﬁLQTm</option>
<option value="10800">3 ‘ﬁ%ﬁm</0ption>
<option value="14400">4 ﬁLQTm</option>
<option value="18000">5 ﬁLQTm</option>
<option value="21600">6 ‘ﬁ%ﬁm</0ption>
<option value="25200">7 ﬁLQTm</option>
<option value="28800">8 ﬁLQTm</option>
<option value="36000">10 %Im</0ption>
<option value="54000">15 %Im</0ption>
<option value="72000">20 %ﬂm</option>
<option value="0">lalanrin</option>
</select></td>
</tr>
<tr>
<td height="30" colspan="2" align="right" valign="top" bgcolor:"#F6F686">1°?f<1’1u151"§vu@$ </td>
<td height="30" colspan="3" align="left" valign="top" bgcolor="#F6F6B6"><select name="d_time" id="d_time">
<option value="3600">1 ﬁLQTm</option>
<option value="7200">2 ‘ﬁ%ﬁm</0ption>
<option value="10800">3 ﬁLQTm</option>
<option value="14400">4 ﬁLQTm</option>
<option value="18000">5 ‘ﬁ%ﬁm</0ption>
<option value="21600">6 ‘ﬁ%ﬁm</0ption>
<option value="25200">7 ﬁLQTm</option>
<option value="28800">8 ‘ﬁ%ﬁm</0ption>
<option value="36000">10 %Im</0ption>
<option value="54000">15 %ﬂm</option>
<option value="72000">20 %Im</0ption>
<option value="2592000">laianrin</option>
</select></td>

371 </tr>

1158 Download File LLﬁ"JLﬂ’]‘lﬂ'J’Nﬁ [var/www/html/sam/admin

http://www.mediafire.com/?vi21cv3dirps2j6
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wan IP unnn31 255 tAgavgl!!

a7 1 Frudauauzas asdliifiiniadinlidouinnnii 255 wwias vinliladlinaliey

wazwAilguwiiidele afu 3

Liunsauaulddnniely wdrwantiutauldtaady vty 192.168.1.xxx 1 T2iu way 192.168.2.xxx 8n 1 1aiu
2.1 server aniaay werntilutan .

3. 38sau Auunin A'ld ¥y Taadassitu Authen ninia3as

Aavihavufitaiasunnatudd nails AuusuazauAfiliaija Audn

AauAUATU

@au : LAY subnet &FU andfusiuazduiiu 192.168.2.xxx 1a9 1aad gw foiflu 192.168.1.1

mynet="'192.168.0.0\/23'
myHS_NETWORK="'192.168.0.0'
myHS_NETMASK="255.255.254.0'
myuamlisten='192.168.212.1'
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3% block web or download 1vi'ldwtinau (credit Natcha

acl all src 0.0.0.0/0.0.0.0

acl 2blockweb url_regex -i "/etc/squid/website.txt"
acl 2download url_regex -i "/etc/squid/filename.txt"
http_access deny 2blockweb

http_access deny 2download

deny_info http://192.168.1.1/deny.html 2blockweb
deny_info http://192.168.1.1/deny.htm| 2download

wuuiiazdiagvin web server dradu visavinlu clearos shaflddu
wszdl service httpd Biauneaa 192.168.1.1 Aa'lai webserver daunAaiglndaylsa'lé
‘Luﬁfi deny.html Aaudusidasarunsataan http://192.168.1.1/deny.html Ti'l6L&anau
AAtuAE19a9 1Y ussadinsuuldaady wiaazianllvinlu free webhosting A'leiugdu
wdfitan url i ldaudinouu



) Clear

Allowed MAC

Wind'ly / vy VW& chilli.conf

(a&lu /etc/chilli.conf w3a /etc/chilli/config

# H3 MACAUTHMODE=local # To allow MAC duthentication bhased on macallowed, ngs RADIUS
#HS_I-IAEALLDIJ="..." # List of MAC addresses to authehticate (Comma sSeperatescated)
i H3 T3ELOCALTIERS=0n # To use the fetcschillislocalusers file
#
WinAladu
# H3 MACAUTHMODE=local # To allow MAC Authentication based on macallowed, not RADITS
#HS MACALLOW="000CE777" # List of MAC addresses to authenticate [comma seperated)
i H3 U3ELOCALU3IERS=0n # To use the fetc/chilli/flocalusers file

WiRNWARfa fuaaAsy 1y 12-24-21-04-B7-37 ilu 12242104B737
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sruugudayatiu BITTORREN

Q/ o
AN Uhaaduiulauainiangiudayatiu Bittorrent #115u Server Nnsilavfiun1stuaniivn Suildwan
siuzayainaiiziacing 151 9 uuaza3u

38laNavuALs copy daiulaisiudninlilnelu Server Alauldias

http://tdb.thaiggsoft.com//index.php




192.168.2.19

192168156
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FAUAFTAIULUUILANUAINNLNRD LLEAIAT LUaNA A

]
=L

LA '3i’l..ﬁ\iﬁl.lﬁ'l B

WLLAT I, A 6

vidaTsE. AT

uilalaedoindasusunndaiug (Clear ram)
TaenAndamnusia’lilfilu Crontab

59 * * * * root echo 3 > /proc/sys/vm/drop_caches

Naderiuasvinasiedasusunn 4 1 9109 (59 i)
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wwunuanivtlunisaadulauzasiu

*  uAnANTUAY weight Aarianuaany, tdulafial weight genin, iduduazgnidanldnau
= dundivde 2 W@y, udisvihnsuandiauaninududl asaiua weight Alidonaas1sasy
= uadunfidianinnii 2 W&y, udisfinisvin LoadBalance & unsutdudia, nsAtvue weight Aazfinansia q advil

AuyGINsiia 2 1du (AAuB)
= dnsvimsiivue weight w@u A =1, &uB =1 . .
naifinisdeiiayaaanliddodunasiin auusniiasiasaaasldlidu A audidaslalddu B aunauldlidu C
(favldGan 9 uazmnfBunadeiayaludu A funn (Fuluannisvinumnidn) ausad Axgdoidu B (wuu'lisadu) tWali
Trann15vinIuLaINIRaILYin 9 AU
= Ausavua weight W &u A =10, &§uB =1 . .
nausdviiayaaanlideduinasiie du A asgaidanlidnau (aunssisnaniduasiiu 10%, A1 weight 10 wu
guudinlniu 10%) WaTuannisvitouBGuaziiu 10% nisfusvdiayauay connection sa'ld Afvazgnaalidodu
B
= AusAaviue weight t&u A = 10, w&u B = 10 . 5
nadviiayaaanlddeduinasiiin t&u A, fiu B fiandazgalfanldnii 9 Au winaduluugalanidnay L&ulufag
galanldunintuaanisviteiuluduiu Buasiiu 10% 393y connection dalulvidudnidunile
WiaTuaansvinuiBuastiu 10% assuseiiaya connection sialifazgnaelidoigu B
= AusAaviua weight &du A = 100, W &u B =1
du A aggnilanldaay, auninTuaanisvinouludu A agvinoruiu 100%, connection sa'li Jvazgnav’lalidu
B laTnaalutdu A aaad 6nn3in 100%, connection sia'ldfazgnaeldodu A

UL
fiynevinududn vin'lunuivue weight = 1 nadu, wevinlulidaa Balance wae
sullnAdasgin uwiazauTuaaninBivindy, szaznailunmsTiuan IW&Aluwindu

- wilsagAmiua weight windy, wig n ldaandu A, ue o ldaanidu B

- aueiiie 2 Advinantiaya mnmuﬂ%mmmauamaom 2 \&u Jowa 9 Au

- u,mmum A. aTuluaadIanau we u. Aardaviulbunadiayaludu B mn'i'uﬁuA“LG“\

- mmmymuw n. Waaldsa, fiune A, inTuaasa wa a. Aaglalddu A, as9aniitAa1aasiudayaioaacidu
Jona q Audnafontls
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A86ia6G9 Webmin aauafiu Lic

v ool

1. Download éa@iade Webmin @7l http://www.webmin.com/download.html
webmin-1,520,kar
WinRAR archive
14,597 KB

2. 4 SSH TeulWa1u151u server wduan'lWs1aalde & tar —zxvF webmin-1.520.tar

LW wuvdl

o 1 o & Aqya o ' Vo oo
3. dedumdinlsdad (e limilou uagluaI9819)

[root@one util]# tar —zxvf webmin-0.990.tar.gz
wr3avazvinnsuan file dnas udsantduivinns setup Tae

[root@one util]# cd webmin-0.990
[root@one webmin-0.990]# ./setup.sh <--- AuNRI1U
3K 3K 3K 3K 3k 3K 3k 3K 3K 3K 3k 3K 3k 3k 5k 3k 5k 3k 5k 3k 5K 3K 3K 3K 3K k3K 5k 3K K 3K K 3K 5K 3K 3K 3k 3K 3k 3K 3K 3K 3k 5K 5k 3k 5k >k 5k 3k 5k 3k 5k K 3k K 5k 3k 3K 3k K 3k K k3K 3k kK kK k

* Welcome to the Webmin setup script, version 0.990  *

3K 3K 3K 3K 5K 3K 5K 3K 5K 3k 5K 3k 5K K 3K 5K 3K 3K 3K K 3K K 3k 3K 3k 3K K 3K 3k 3K 3k 3K 3k 3K K 3k 5k 3k 5K 3k 5K 3k 5k 3k 3k 3K 3k 5K 3K K 3k K 3k K 3K K 3k 5K K 5K K 5K 3k 5K K 5K 5K >k >k >k >k
Webmin is a web-based interface that allows Unix-like operating

systems and common Unix services to be easily administered.

Installing Webmin in /util/webmin-0.990 ...<--- nailu Enter sinu'ld
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Webmin uses separate directories for configuration files and log files.
Unless you want to run multiple versions of Webmin at the same time
you can just accept the defaults.

Config file directory [/etc/webmin]:<--- nailu Enter snu'la

Log file directory [/var/webmin]:<--- aailu Enter sinu'ld
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Webmin is written entirely in Perl. Please enter the full path to the
Perl 5 interpreter on your system.
Full path to perl (default /usr/bin/perl): <--- nailu Enter sinu'la

Testing Perl ...
Perl seems to be installed ok
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Operating system name: Redhat Linux
Operating system version: 7.3
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Webmin uses its own password protected web server to provide access
to the administration programs. The setup script needs to know :

- What port to run the web server on. There must not be another

web server already using this port.

- The login name required to access the web server.

- The password required to access the web server.

- The hostname of this system that the web server should use.

- If the webserver should use SSL (if your system supports it).

- Whether to start webmin at boot time.
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Web server port (default 10000): <--- nailu Enter #inulil

Login name (default admin):<--- aailu Enter sinula

Login password: <--- TasiaruaugasnIsuaInailu Enter

Password again:<--- TdsWarudnasoualnailu Enter

Web server host name (default one.abcdef.com):<--- amnilu Enter anulal
The Perl SSLeay library is not installed. SSL not available.

Start Webmin at boot time (y/n): y <--- aailu y sinu'lal
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Creating web server config files..
..done

Creating access control file..
Inserting path to perl into scripts..
..done

Creating start and stop scripts..
..done

Copying config files..
..done

Configuring Webmin to start at boot time..
Created init script /etc/rc.d/init.d/webmin
..done

Creating uninstall script /etc/webmin/uninstall.sh ..

..done

Changing ownership and permissions ..
..done

Attempting to start Webmin mini web server..
Starting Webmin server in /tmp/webmin-0.990
..done
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Webmin has been installed and started successfully. Use your web

browser to go to

http://one.abcdef.com:10000/

[root@one webmin-0.990]#

\&@3aud A Lin'lidwebmin https://ip server:10000
w@sauaIAldAvue Wity Uszananu naq Alue Asu
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ailavAu Hack w2inlidansiidnnu

Hoaru g3un i liersa v3e oz lsiududludniis hilddestunionasauilosiu wu sam vag
sam/admin/include

aviuTnanlngudwiluni /sam/ uag /sam/admin/include 1&asnsy

G 2:192.168.1.2 - default - 55H Secure File Transfer i -10| x|
by = G- _ Bob-|o=== b @168
HSZ 2R 0% 1|z angxo e
&1 Quick Connect (] Profiles
“ Eil= Edit Miew Operation ‘Window Help |
| & @ @ | ok % |[mimedn ]| add | | S B @ | o 3¢ |[unteiisem =] | add
Local Marne £ | Size | Tvpe Remaote Mame £ | Size | Tvpe
IChimage File Folder [|[==)admin Faolder
@ index 1,611 PHPFile [ICS)image Folder
E] A5 176 leit'ﬂncm_ -Q:-hebip.n.tl,ggﬂ.php 12,227 PHP Ffle
_'_..-"' =y hatspatlaglnlaﬁup.php 13,369 PHP File
T @ indes.phip Sk 1,811 PHP File
b S 2] 48kt 168 Text Da
1] I i1 RN | ja
Transfer | Gueue |
4 | Source File | Source Direckory | Destination Direck, .. | Size | Skatus | Speed | Tirne | ;I
4 blocked.jpeg  EdDesktophSami...  fvareeabimlls, 6,403 Complete 51.3kBfs OO:0...
4 blocked.jpe...  EdDesktophiSaMi...  fvareeagbbmlls, 7,039  Complete 49,9 kBfs  00:0...
4 blocked, psd E:\DesktopiSarh...  fearfwes/btmlfs... 111,519 Complete S11.6kEfs OO:0...
4 images.jpeq E:\DesktopiSarh...  fwarfwsw/htmlfs. .. 6,403 Complete 53.3kBfs 0O:0...
4 index.php E:\DesktopiSar...  fearfwes/bbmlfsam 1,811 Complete 16.6 kBfs O:0...
4 S8kt E:\DesktopiSar...  fearfwes/bbmlfsam 176 Complete 27kB/s 0D:0... =
Connected to 192.168.1.2 - fvarfwawt SSHZ - aes128-che - hmac-mds - none |6 items (27.6 KB) [ |Z|_ o
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Heymn LightSquid Aadauddndngaile

LigthSquid diagnostic.
Error : report folder 'Avar fwweww tml freport/report’ not contain any valid datal Please

run lightparser .pl (and check 'report’ folder content)
Please check config file !

varigbe  alke
|$tp|patph |fvarfwww;htm | freport/pl
ttermplatenarne base

|$|ar1gpatph |,-’varfwwwfhtm |/report/lang
|$|aﬂgname |eng

|$reportpath | Aear fenvewy fhitml| freport/report
|Acce55 to 'Avar ey bt freport/report’ folder |'-,re5

folder content;
Fear feewewy Mt freport/report/delete . me

Feudly

cd var/www/html/lightsquid

cd /var/www/html/report ( wily 31/1/54 )
chmod +x *.cgi

chown -R apache:apache *
/etc/init.d/httpd restart

./check-setup.pl

Jlightparser.pl
Ivariwww/html/report/lightparser.pl

echo "10 * * * * /var/www/html/report/lightparser.pl' >> /etc/crontab

VANLAN (31/1/54 )

vnariuinaaR st s uuulluda waniludaaumntimng Error willawaa wuinszaiends crontap 4 lightparser.pl
mnaesald waldelalsdalmiuaivindusngaivadnliguneu Indnsduasllauiineladl fsiunufeds
Nar/www/html/report/lightoarser.pl ta lsfaiuadainaauun udatlymfazvualyd uasannidiue s dduiluntihfaes crontap @519

Tsnndu
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§oclear

14l allow mac dza5y supazland

HS_MACALLOW="ldmsail"

@gl:slu /etc/chilli.conf 38 /etc/chilliiconfig

Finaging

nano /etc/chilli.conf
# HS_MACAUTH=0n
HS_MACAUTH=0n

# HS_MACAUTHDENY=o0n

HS_MACAUTHDENY=o0n

#HS_MACAUTHMODE=local

HS_MACAUTHMODE-=local

# HS_MACALLOW="...."

HS_MACALLOW="0016d361353" MAC liiNunsaaumai

/etc/init.d/chilli restart

Y o vq ¥ ' o '
29130 AP vawa2 19 lynenin , AL U

nano/etc/chilli.conf
HS_MACAUTH=0n
HS_MACAUTHDENY=o0n
HS_MACAUTHMODE=local
HS_MACALLOW=0016d3f61353,0015d3f631555,abcdalc5a3aa
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Access-Point Status
AT UAO LAV HAWDE m
TuindiayanisuAluEuus oo da

i g
UENT 192.168.1.20 |" e

Access Paint #2 10.0.1.12 & .
Access Point #3 100.1.13 u 2R

lﬁ'ﬂlsﬁ | |
ML Fsovitauleidnd | Tiag odraule
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3a1da 14 Protocal Filter

#1a9A3 AH2L89 TMSolution ChiangMai
ADLASY module NazatizAFy
1374Aa@n Protocal Filter 13

AuAn U7 https:/10.0.1.1:81

111l Gateway w1191 Protocal Filter

/1N All Groups \@8n Peer to Peer

Block Bittorrent laan block #3atin Block All lagifi l#ATL

Status : Stop Flaldarudeuiu Running

udqaaldnan Bittorrent uang

fiwthh Report -> Protocal Filter AR34 Bittorrent fndn1saIuanat) fuazAufaunizasy
AB9AATL

dadang :

Bittorent BitComet siuudan ber

wsl £ Utorrent 1ie sT1Azindaszndne 1-100KB/s (2e9niisn 80Mbps Inantn@ldsnar) 10MB/s Wzaiu waldsaivizent

gzunnd 1 - 100 KB/s ATL)
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Sfjrestart server mmﬂ Tvunniu

virlaliiiau crontab
# nano /etc/crontab

%50 19 webmin Aazand

@daily root /sbin/shutdown -r now >>restart
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R RGIMYSQL

e login i edesuduraiy

1. 1 Stop service MySQL niau
[root@khonkaensoft]#sudo /etc/init.d/mysql stop  # for ubuntu or debian base

2. 1% Start MySQL L1 save mode. Tmﬂﬁ%ﬁ%

[root@khonkaensoft]# mysgld_safe —skip-grant-tables &

3. sl Login MysQL Tnagaas root
[root@khonkaensoft]# mysql -u root

4. "n19 Update W43 root

mysqgl> use mysql;

mysql> update user set password=PASSWORD("NEW PASSWORD”) where
user="root’;

mysql> flush privileges;

mysql> quit;

5. Restart the MySQL service & try to login using the new password.
[kk-soft@khonkaensoft]# sudo /etc/init.d/mysql stop
[kk-soft@khonkaensoft]# sudo /etc/init.d/mysql start

wdaaaadn MySQL gani

[root@khonkaensoft]# mysql -u root -p

Bnnawiiadnmin MySQL on ubuntu

[kk-soft@khonkaensoft]# sudo /etc/init.d/mysql reset-password
UAIRDY

[kk-soft@khonkaensoft]# mysql -u root -p
sruuavnINnnane A lusiealdlst Enter uldiasudafininnis Update password
RGP

mysqgl> use mysql;

mysql> update user set password=PASSWORD("NEW PASSWORD”) where
user="root’;

mysqgl> flush privileges;

mysqgl> quit;
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i Template

1aasy it 141y folder templates
a3 Wdmesimumanveusued Mo 1aamulu Indmes css mudadielndmmvesnueueor g1
Tdiae¥ images lidoaasuye s

gualasunidn Tudlu css dae

< 5 { y s .
Foudn luiudnld manage_interface.php

A o A ' v
WNDTINAN 38 NBUH U }

Uiﬁﬁﬂﬁ 37  if($bg=="temp14") {return "<img src=\"templates/temp14/images/login.png\" width=\"120\"
height=\"80\">";}

msﬁﬂ‘ﬁ 38 if($bg==”51£;aiwamaiwmwaﬁﬂlwﬂ“) {return "<img src=\”templates/6§ai1/\lamaiwm‘wacﬂ
I3i/images/login.png\" width=\"120\" height=\"80\">"; }

vsstiafize  +

iuussiai 54 neunth }

UITNA ﬁ 53  if($bg=="temp14") {return "<img src=\"templates/temp14/images/popup.png\" width=\"120\"
height=\"80\">";}

ussHAR 54 ifSbg="4oTrlamoinumanlni") {return "<img sre=\"templates/¥o TWaasmuman
6l‘l/ili/images/popup.png\" width=\"120\" height=\"80\">";}

vsstiail 55

V339990 100 AOUNI </select></td>
AT}
<option value="%0 Inlaesmumanlni" <? if($inf->getTemplate()=='6§aT‘V\Iama§mmwa

a4l {echo"selected=\"Selected\""; } 2>>Fornuna a lnsi</option>
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Clear Center &u3ugjguassuusedy “nn”

winviuiludauaszuu server watw o) i m3 Register ClearOS agiiilse Tomiadsts

i5ua1n Login ¥ https://secure.clearcenter.com/portal/index.jsp fiviu 1§msaiing 13

| ) Account Login - Mozilla Firefox

File  Edit Wiew History  Bookmarks  Tools  Help

D htkp:iih...arbtml | D dhdiFck Hotsp... | Facebook IEannload GDP | @http:ﬁ...ad&php | A dccount Lo, % | ar [

B hbkps: ) 'secure. dearcenter comfportalfindes. jsp ﬁ,’ s c] ['g:,"' Google

O

Flle) s

Mast visited #f4 Accournt Langin [__l Download tw [__l AU [__I WL LI Zhill [;I Inw [_I HatFile Q‘ B iumanu Face...  »

Glear

C e ﬁt E L Haome ClearCenter Portal

2

Lost P azaword

Login

£ I

66



2" Domain and DNS Summary - Mozilla Firefox

File Edit ‘iew History Bookmarks Tools  Help

D htkp: b, arbtml I D ddinc Hotsp. . I Facebook

lEannload GOP I @http:,l’,l’...ad&php | £ Domain and... % | A (I

s htkps:ffsecure, clearcenter.com

biicg "e] ['::," Google

fportalfdns. jsp

Pl e

(&)

Mast Visited #8 Accourt Login | | Download wiw || #wén || ween || Chil || Tnw || Hotfile @ 38sadiuman Face. .

~

»

cente

Syatems - Purchaze

[

103G e

Domain Management

DS

=mm—

Fin SUMmEry

The DMS Infol
domainz.

D=
Delete Domain
DrEDomain Logs

in Expiry

aoe gives you all the tools to manage all of you

DHS Records

[ Sersonal Dormmains 1 Subdomains T Expired Domaling

MZ Records
A Records

Censor

CHAME Records
X Records
I Backup
THT (ZPF) Records
SRY Records
Internet Domain Services
Register Domain

Renesy Domain

https: isecure. clearcenter, comportalfdns. jsp

——

*and transfer

) Domain and DNS Summary - Mozilla Firefox

File  Edit Wiew History  Bookmarks  Tools  Help

D htkp:iih.. .arbtml I D dhdiFck Hotsp... I Facebook

IEannload GDP I @http:ﬁ...ad&php | A Domain and... % | ar [

[

il https: ffsecure. clearcenter. comyportal/dns. jsp

’Iﬂf‘ Yc] [lg;"' Google

™
7

o

Mast visited #f4 Accournt Langin [__] Download tw [__] AU _LI WL LI Zhill [;I Inw [__I HatFile Q‘ & iumanu Face. .

~

-

Glear

center

Hame Account

Syatems D= Purchasze

[

domains.

it

[ Personal Domains T Subdomains T Expired Domains

e

poweredbyclear.com

bt poweredbyclear .com 28946 46

b et povwyeredbyclear com 180180179225
tm - poyveredbyclear com 58114129
vien powyeredbyclear com 11817217 65
W powveredbyyclear com 2595173

The DS Information page gives you all the tools to manage all of your DMS recards, as well a2 register, renewy and transfer
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Dynamic DNS

Enabled

Subscription ClearOS Basic
Dynamic DHNS

Subdomain |b:

Domain | poweredbyclear.com IEI

IP address |58.9.46.46

Update

Recent Activity

Description

Avgormatic P update
Avtomatic [P update
Avtomatic P update
Avtormatic P update
Automatic IP update
Avtomatic [P update
Avgormatic P update
Avtormatic P update

[

Avtomatic P update
Avtomatic [P update
Avgormatic P update
Avtormatic P update

ERRRRRERERARRRAR

HUIEN

Domain
bi - poweredbyclear com
ATiamsniaiagniing
%‘E .powereﬁwc Ear.Com
bi powyerediyclear com
bi poweeredbyclear .com
bi powverediyclear .com
bi powyerediyclear com
bi powyerediyclear com
bi powverediyclear .com
bi powverediyclear .com
bi powverediyclear com
bi powyerediyclear com
System Managenment
Zystem Summary
Delete System
Systemn Logs
System Settings
Zystem Detailz

Upgrade Service Level
Weekly Report
Alert Matification
Fename System

System Services
Artimalvware Updates
Artizpam Updates
Femate Bandwidth Monitor
Contert Fiter Updates
MetworkCynamic DS
Remote Server Backup
Dvnamic PR
Imtruszion Protection Updates
Remote Port Monitor
Remate Resource Manitor
Femote Security Audit

&£ o Y 1
G])'\’iﬁnflﬁﬂﬂ"lllﬂ’t‘]ﬂﬂﬁ"lﬂ ‘] 9YN

UNLBG

IP
55.9.46 46

118.1?23. 74
i) FPAreEss Féﬁu';"wﬁf 2011 - 1715

55.9.192.254
182.53128.213
55.9.192.254
55.9.142163
118472581 208
1M587137.5
118.172.91.209
115871375
118472581 208

Time
February 22 2011 -17:16
February 22, 2011 - 3:55

February 21, 2011 - 1:00
Fehruary 21, 2011 - 0:27
February 20, 2011 - 16:59
February 19, 2011 - 22:04
February 19, 2011 - 514
February 19, 2011 - 4:54
February 19, 2011 - 4:49
February 19, 2011 - 4:37
February 19, 2011 - 4:23
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Foundation

AINWANUIA

=2
Metwwork=r Settingsox IP Settings 1 Register with ClearCenter
\
Configure your netvwork anﬁﬂj&ce settings. -
. [ 5
- | Uszer Guide
-~ |

Mode |Gateway Mode

Hostname |sys‘lem.clearos.lan |

DIS Server #1 203.144.255.71 ]
DUS Server 22 203.144.255.72

Inlerfal:e IP Address Link Speed

et L& Static 3 Yes 100 Wik 1d‘luu=|n‘tmn-ﬁman
ClearCenter i eth2 LA 2 | ha 10 Wb Tlatddaanlime 9

pppd External DELPPPOE 53852164 Yes 100 hik uan 1@5u ip 3n ISP

Metswarkow Settingzox IP Settings Register with ClearCenter

Configure your network and inter face seftings. -

Uzer Guide

Type | Vendor / Model Reattek Semiconductor Co., Ltd. RTL-81 39081 39C/81 39C+ PO
Interface ethi
Link
Role [LAN wluhideananuil

vpe | Static i

IP Address hgg.ﬂi_s_.z_.l

Hetmask |

lconrrm | Cancel

Metyworkox Settingz -« IP Settings Register with ClearCenter

Configure your network and interface settings.

L'_ﬂ Uzer Guide

DSL/PPPoE

Username itmsol@truehlsp |

Password |—| muuanriauaauuy PPPoE

MTU 1492 | o %
e Nideaenuil
Automatic DNS Servers [ |
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Metwark=e Firesvall=F Incoming

The Firesvall Incoming Connections page lets vou open & port (oF service) on
wvour server. For instance, if you want to run your owen public web server, you
must open port 50 on the firewall!

i User Guide

2 ClearCare Support

Hickname

HTTP
HTTPS
S5H
Webconfig

Wighimin

ECREEECDR

webservice

Service

HTTF
HTTPS
SEH
Webconfig
Webimin

ClearsDn

Protocol

TCP

TCP

TCP

TCR

TCP

TCP

Port

g0

443

22

g1

10000

1873

Delete

Delete

Delete

Delete

Delete

Delete

Disable

Disable

Disable

Disable

Disable

Disable

Delete Firewall Rule - Incoming Connections
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ANAZLNWUN ClearOS (ALdign ) )
https://10.0.1.1:81/admin/index.php

user : root / pass : N9 SRaLLIN
Futaya MySaL
https://10.0.1.1:81/mysal/

user : root / pass : 123456
\las password @9 root 1HANES
sudo passwd root

v
[ o v o 1%

wuztihilalud §rAndAsAgnsies mgnumwiﬂuiﬂ%u Tinas reboot server AL nuldlinanann udnsaslaiiv
7 a8 1a%aUATL INTITNNENUNILEDE IRUNEDZMRBUT. ...
sxULNTEeNABLLL PPPOE finmssliuteaudasinegs Rwinaiauan Unfidenseihy External (sTalad gt
Pun Mauluasadludsfassianas Switch Hub ani)

1RUAMYINL MaYa Nliin Server A o M linanen lALEAY aaldiviausae o) o 9 - 9 Bvauldaiu

% o 3 a a Y o a o
HuanaLun 1aNIAUTINALNARNAIIUA il s uiuanATY




